NextGen Healthcare
NextGen® Enterprise

Remote Connection Warning Workaround

UPDATED:
April 15, 2026

HHHHHHHHHH



@ nextgen.

HEALTHCARE Remote Connection Warning Workaround

Remote Connection Warning Workaround

Issue:

A recent Microsoft update is prompting additional security/connection pop-ups when launching Remote Desktop
(RDP), which may block access to local resources.

Workaround Steps:

1. When the initial message appears, select: "l understand and allow RDP files to open on this device for my
account”, then click OK.

Remote Desktop Connection X

|. Opening Remote Desktop Connection

You are opening an RDP file which will establish a connection to another computer. Connecting to
any remote system can expose your PC and data to security risks. Learn more.

() Iunderstand and allow RDP files to open on this Ol

device for my account

2. When prompted to choose resources, check the following:
e Drives
e Clipboard
e Other supported Plug and Play (PnP) devices

e Printers
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' Caution: Unknown remote connection

This remote connection could harm the local or remote computer and may be used to steal passwords or
files. We could not verify the publisher of this remote connection. Stop now unless you are certain you
trust this connection. Contact your IT department if unsure. Learn more.

% Publisher: Unknown publisher

2 Type: Remote Desktop Connection
Remote computer: 116241.nextgenmcs.com
Gateway server: rdgcent4.nextgenmcs.com

Allow the remote computer to access the following resources on my computer:

(") Smart cards or Windows Hello for Business
() webAuthn (Windows Hello or security keys)

Changes to these options apply only to this connection launch.

Connect Cancel

3. Click Connect

Changes to these options apply only to this connection launch.
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4. You should now be able to access your session and resources as normal.

Important Notes:
e This process must be completed for each new connection.

e |If Connect is clicked without selecting the boxes, the session may not function correctly, users will
need to log out and reconnect, ensuring all boxes are selected.
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